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1. Summary of Installation Guide

This document is a guide for the installation of the ABot EPC, VoLTE or 5GC package as a stand-alone application. The
Installation package contains a core package and an analytics package. System Requirements and installation steps
are explained in this document along with the steps of installing and linking the ABot Analytics box. The license
installation steps are also detailed out.

2. System Requirements/Prerequisites

ABot products are debian binaries that can be installed either on a bare metal host system or on any linux hypervisor
based system, with Ubuntu 16.04 (Xenial) distribution.

2.1 Minimum hardware requirements:
e ABot Core & ABot Analytics as Single Instance

e 16+ VvCPU

e 32 GBRAM

e 250 GB disk
e ABot Core Instance

e 16+VvCPU

e 32GBRAM

e 1000 GB disk
e ABot Analytics Instance
e 16+ VvCPU
e 64 GBRAM
e 1000 GB disk

2.2 System Prerequisites:
e |Internet Access

e Access to System Under Test via SCTP/TCP/UDP/IP
e Secure shell access
e Password less SSH access

3. Installation Procedure

3.1 Software and License Installation

1. The customer should open and download the ABot binary distribution from the link given in the email. The
package should be downloaded into the target machine that has been identified for installation. The license for
ABot will be provided via email, the license file (abot.lic) needs to be placed in the same directory as the
exploded tar file with the Debian package. The install script will then copy that file to the installation location
/etc/rebaca-test-suite/bin.
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2. There are two packages ABot tar ball file & ABot-Analytics tar ball file, the files need to be extracted, the ABot
tar ball contains the ABot core test orchestration tool and the ABot-Analytics tar ball contains the Analytics
section which will give the user useful insights into the tested data, once the tar balls have been extracted one
can see the following:

a. ABot Debian package [abot-volte-pro_<version>_all.deb], [abot-analytics_<>_all.deb]
b. Aninstallation script [install-abot.sh], [install-abot-analytics.sh],[install-abot-single-instance.sh]
Note: To untar - tar —xvzf abot-volte-pro_<version>_all.tar.gz

3.1.1 ABot core and ABot Analytics Installation

After extracting the tar balls, the user needs to run the installation script with the following commands

a. If one wants to install ABot core and ABot Analytics on same instance (single VM), then run
sudo ./install-abot-single-instance.sh

b. For Split Install (2 VM’s) ABot Network Tool & Analytics separate
a. First Install Analytics in one of the VM

“Analytics depends on Elasticsearch database and since both Analytics Binary and Elastic binary is
installed on the same box pass both Analytcis & Elasticsearch same IP address”

Copy the [abot-analytics_<>_all.deb] & [install-abot-analytics.sh] to the respective instance and
sudo ./install-abot-analytics.sh “ABot-IP" “Elasticsearch IP”

* ABot IP (Network Tool Instance IP)

Example:- sudo ./install-abot-analytics.sh single 192.168.xx.xxx 192.168.XX.XXX

b. Next install ABot core in another VM

“Analytics depends on Elasticsearch database and since both Analytics Binary and Elastic binary is
installed on the same box pass both Analytcis & Elasticsearch same IP address”

sudo ./install-abot.sh "Analytics-IP" “Elasticsearch IP”

* Analytics IP (Analytics VM IP)

Example: - sudo ./install-abot.sh 192.168.xx.xxx 192.168.xX.XXxX

3.1.2 ABot Analytics Upgrade

If one wants to upgrade ABot Analytics, then do not choose (Y) in uninstall process for analytics

sudo ./upgrade-abot-analytics.sh upgrade "Anlytics-IP" "Elasticsearch-IP"
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Example: - sudo ./ upgrade-abot-analytics.sh upgrade 192.168.xx.xxx 192.168.XX.XXX
It will update Analytics and Elasticsearch details with given arguments

3.1.3 ABot core and Analytics Un-Installation

If one wants to Un-Install Abot core and Analytics, then
Sudo ./ uninstall-abot.sh

Example: - sudo ./uninstall-abot.sh
It will uninstall both Abot core, Analytics and ELK stack

Note: if one wants to upgrade Analytics, don’t un- install analytics with abot-uninstall script, when one runs un-
install script, during analytics un-install will get prompt(y/n) for confirmation, for clean installation choose (Y/y), for
up-gradation choose (N/n). ABot will un-install without any prompt.

Installation should begin on its own and once the debian package finishes installing, the instructions given in the next
section, needs to be followed, to configure ABot.

3.2 Quick start guide

Once the package installation is completed successfully, one should navigate to ABot dashboard by giving the system
IP Address in a web browser (recommended web browser are Google Chrome or Mozilla Firefox)

4.1 ABot Network Configuration

Configure ABot according to the needs of your testing. This involves identification of the SUT or DUT against which
the testing will be done and setting the configuration accordingly. To configure ABot, click on the Config tab on the
left side of the screen as show in Figure 1 below.
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gﬂ# ABot Test Bench

’{':——_ —
2, Rebaca = Config

= ABotConfig. properties
- [® abot-emulated
- @ nextepc
- | oai-epc

[
=

Figure 1

Click on ABotConfig.properties on the page as shown below. This will show the different configuration options that
can be used to configure the system. The ABot configuration is organized in a hierarchical manner. Each of the
configuration folders refer to a subsection of the configuration that can be referred to from the top level of
the configuration (ABotConfiguration.properties). ABot comes pre-installed with open source EPC as
examples of how to organize your configuration. Below is a description of the configuration for the open
source oai-epc.

| ABotConfig.properties
#® abot-emulated
BB nextepc
4 | oai-epc
|
nodes-mme-hss.properties
nodes-mme-sgw.properties
=] nodes-mme. propemes o
b - sut-config-scripts.

= —festbed-all-nodes. propemes
v [~ testbed-mme-hss.properties \\
| testbed-mme-sgw.properties /l e
AN — testbed-mme.properties -

Figure 2

The configuration is divided into three different parts. The top level configuration within the oai-epc folder
refers to the testbed configuration or the details of the nodes that are to be considered as SUT and the

ENSURING QUALITY ON SCHEDULE

Rebaca © 2020 Copyright Rebaca Technologies Pvt. Ltd. All Rights Reserved




ABOT INSTALLATION GUIDE

nodes that are to be considered as SIMULATORS. These testbeds can refer to separate node configurations
that are there in the same folder and can be seen in Figure 2, given above.

Now refer to Figure 3 given below and click on the edit button to edit the configuration file. Once the
testbed is defined, one needs to configure two other items in the hierarchy. These are the scripts that the
user will use to control the lifecycle of the SUT i.e. how to restart or configure and restart the same. These
configurations can be found inside the sut-scripts folder. The variables that are defined in this space can be
used by the Feature File in order to control the lifecycle of the SUT nodes during the execution of a Test
Case.

The third part of the configuration is the sut-vars folder, and this consists of defining the variables that are
used by the Feature Files to replace IE/AVP values. Examples of such values are MCC/MNC and the like.
The values of these variables are distributed across different Feature Files that represent different test
cases in the system.

a;t ABot Test Bench Release - 7.0.0

ABotConfig properties

- Bl ABotConfig.properties
#® abot-emulated #ABot Basic Configuratior
B nextepc

B 4 ABOT . SecureShell.IPAddress=192.168.35.107
i oai-epc ABOT.SecureShell.Userflame=ubuntu
ABOT . SecureShell.KeyFile=/home/ubuntu/. ssh/id_rsa
ABOT.PacketCapture=true
ure

#ABOT . PacketCapture. TCPPo
ABOT. LicenseKey=2e251b98-

List of enabled SUT-PROXY Nodes

ABOT.SUT.Proxies=
ABOT.SUT.Proxy_Messages=

ABOT.Simulator.Interface=ens160

operties
operties

Figure 3

Also In order for ABot Core to communicate with ABot Analytics a configuration change needs to be done, on this
same file ABotConfig.properties locate ABOT.RMQ.ANALYTIC and set to true and set ANALYTICS.SecureShell.IP
Address to IP Address of Analytics Box as shown below in Figure 4
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ABotConfig_properties

 Acoicont properes

B abot-emulated
B nextepc
B oai-epc

un

.55.2,55.55.55.3,55.55.55,4,55,55.55.5

i EPC.RMQ.PUD=3bot
9, config EPC.RMQ.RESTART=true

EPC.RMQ.SERVER.IP=ref:ABOT.S5ecureShell. IPAddress
EPC.RMQ.SERVER.PORT=5672
4 : - test-suite/featureFiles/MESSAGE_BUNDLES/ schema

Analytics Configuration
ANALYTICS .SecureShell IPAddress=192.168.48.121
ANALYTICS . SecureShell.Userhame=ubuntu

.ﬁar-lAL‘r'TIC_S .Secure_S'lell KeyFiles/ubuntu/.ssh/id_rsa
i —

S1AP.DAEMON. FLAG=True
S1AP.DAEMON. LOG_LEVEL=1
ATEVLL MAFMON FI AR

Figure 4

Once modified, click on the Save button on top right corner of the screen as shown below in Figure 5.

ﬂ;ﬁ ABot Test Bench Release - 7.0.0

ABotConfig.properties

=
#ABot

i ABOT.SecureShell.IPAddress=192.168.35.107
ABOT.SecureShell.UserName=ubuntu
ABOT.SecureShell.KeyFile=/home/ubuntu/.ssh/id_rsa
ABOT.PacketCapture=true

'\ ,1814 700,161,162
#ABO
# List of enabled SUT-PROXY Nodes

W ABOT.SUT.Proxies=

ABOT.SUT.Proxy_Messages=

A ABOT.Simulator.Interface=ens160
ABOT.TESTBED=fi ot-emulated/testbed-4g5g. properties
#ABOT.TESTB t
#Al efault.properties
ABOT . SUTSCRIP rs/default.properties
#ABOT r efault.p

Figure 5
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4.2 ABot Feature Files and Test Execution

Once configured, ABot is ready to execute a feature file. Before executing, one needs to select the feature file to
execute. ABot Feature files are organized in a directory structure that is accessible through the user interface. Click
on the Feature Files button to go to the Feature File editor as shown below in Figure 6.

a% ABoft Test Bench

=— FeatureFile

|2 000-local-commands feature
2 001-ssh-commands feature
2 002-sftp-commands feature
Feature File - 3GPP-23401-4G

M 3GPP-23501-5G

B 4G 5G_All_Messages

M Other-Samples

#® sipp-scenarios

Figure 6

Select a feature file to view its contents. This can also be edited like ABotConfig.properties. Once edited and
appropriate call flow parameters have been provided, ABot is ready for execution. Suitable tag can be selected to
execute one or more than one set of feature files at a time.

aﬁt ABot Test Bench Release - 7.0.0

Feature File |@23401-s1-setup-after-attach ~|

3GPP-23401-4G/01.51-Setup/S1_Setup_after_Attach.feature
000-local-commands.feature
001-ssh-commands.feature ©23401-s1-setup-after-attach @1_S1-Setup @23401-4G3 @slap-messages
3 002-sftp-commands feature Feature: S1AP Management Message Encode-Decode Testing
& 4 B 3GPP-23401-4G Scenario: S1 Setup After Attach
4 [m 01.51-Setup

X E =SElpTafer Atseh e GJveﬁlmE St:pss::low ”ni ?ebexec“e:u:tnzzfmi:d MME . CONFIG} de MME1
\ - run the command {abotprop.SUT. JMME. } at node MM

SR E U EALORE T UnKRowaC e I run the SSH command {abotprop.SUT.DEFAULT.ENB.CONFIG} at node eNodeBl

S$1_Setup_Failure_Supported_TAs.feature I run the SSH command {abotprop.SUT.DEFAULT.SGW.CONFIG} at node SGWL
I run the SSH command {abotprop.SUT.DEFAULT.PGW.CONFIG} at node PGWL

(> S1_Setup_Response_Mandatory_IEs.feat
g Wihen T run the SSH command {abotprop.SUT.DEFAULT.HSS.CONFIG} at node HSSL
. 02.Attach_procedure_for_EPS_services When T run the SSH command {abotprop.SUT.DEFAULT.PCRF.CONFIG} at node PCRF1
m 03.Emergency_Attach Then the ending steps are complete

#® 05.UE_initiated_Detach_Procedure

m® 06.Network_Initiated_Detach
A ® 07.UE_lInitiated_S1_Release_Procedure

mm 08.Network_lnitiated_S1_Release_Procedure
09.UE_triggered_service_request
10.Network_Triggered_Service_Request
12.Dedicated_EPS_bearer_context_activatior Given that I execute dependency feature /featureFiles/3GPP-23401-4G/@2.Attach_procedure_for_EPS_services/Initial_Attach.feature

When I run the SSH command {abotprop.SUT.CUSTOM.MME.CONFIG} and pause for {abotprop.WAIT_5_SEC} seconds at node MME1
I run the SSH command {abotprop.SUT.CUSTOM.ENB.CONFIG} and pause for {abotprop.WAIT 5 SEC} seconds at node elodeBl
I run the SSH command {abotprop.SUT.CUSTOM.SGW.CONFIG} and pause for {abotprop.WAIT_5_SEC} seconds at node SGHL
I run the SSH command {abotprop.SUT.CUSTOM.PGW.CONFIG} and pause for {abotprop.WAIT_5_SEC} seconds at node PGHL
T run the SSH command {abotprop.SUT.CUSTOM.HSS.CONFIG} and pause for {abotprop.WAIT_5_SEC} seconds at node HSS1
I run the SSH command {abotprop.SUT.CUSTOM.PCRF.CONFIG} and pause for {abotprop.WAIT_S5_SEC} seconds at node PCRF1

13.EPS_bearer_context_modification
14.EPS_bearer_context_deactivation
15.UE_Requested_Pdn_Connectivity
16.Handover
22.Tracking_Area_Update

mm 23.S1_Handover

B 24.HSS_Initiated_Detach

mm 25.HSS Profile Manaaement

iven the test data is in file /featureFiles/MESSAGE_BUNDLES/EPC_MESSAGES.xml
Given all configured endpoints for EPC are connected successfully

When I send SIAP message S1_SETUP_REQ on interface S1-MME with the following details from node eNodeBl to MMEL:
parameter value
d.plmn_identity.mcc {abotprop.SUT.MCC}
d.plmn_identity.mnc {abotprop. SUT.MNC}
_enb_id 3584
eNB_Eurecom_LTEBox

Figure 7
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Executing a Feature File is as easy as clicking on the play button as shown above in Figure 7. Execution should now
start and it will get redirected to the execution window. Figure 8 and 9 show the execution logs. A pill will show up
stating the completion of the execution. The colour of the pill will also indicate the success or failure of the execution
(green for success and red for failure). In Figure 8 shown below you can see the features executing where execution
is not complete. In Figure 9 shown below you can see the feature execution is completed and the test verdict can be
determined from the colour of the pill.

ABot Test Bench Release - 8.35.add4d

Uplink Downlink Bandwidth

Packet Counts

0 —
131320 131325 131330 131335 131340 . .
131320 131325 131330 131335 131340 HSS1_downlink — MME1_downlink — PCRF1_downlink [ B —

HSS1 — MME1 PCRF1 PGW1 SGW1 eNodeB1 PGW1_downlink SGW1_downlink eNodeB1_downlink

@initial-attach-test

2021-08-25 13:13:24,775: 10ggen. py 130 TNFO 5% % Hh X bt X sos s dohon 3 Kor s AR K KR K KRR KRR KRR KRR XK K KRR KR K KRR KRR KKK X KKK K KRR KR KK KR KR KR KR
2021-08-25 13:13:24,776:environment.py:27:INFO Test Started at :2021-88-25 13:13:24.775977
2021-08-25 :24,949:environment.py:34:INFO ABot bringing up TEST BED from ABotConfig.properties
2021-08-25
2021-08-25
2021-08-25
2021-08-25
2021-08-25 :25,137:ssh_service.
2021-08-25 25,137:ssh_service. :INFO SSH --> gNodeB1 ...[DISABLED]
2021-08-25 13:13:25,137:ssh_service. :INFO SSH --> gNodeB2 ...[DISABLED]

00402 /oot 021-98-25 13:13:25.137:<<h cervice.pv:iSO:INFO SSH _> MWEL .. [DISABLED] .

:25,0851:environment. :INFO ABot bringing up SSH Connections from ABotConfig.properties

:25,054:ssh_service.py:77:DEBUG SSH --> Node ABOT abot@192.168.48.21 (Keyfile=/home/abot/.ssh/id_rsa password=None)...[CONNECTING]
:25,137:ssh_service. :INFO SSH --> Node ABOT abot@192.168.40.21 (Keyfile=/home/abot/.ssh/id_rsa password=None)...[CONNECTED]
:25,137:ssh_service. 5@:INFO SSH --> eNodeBl1 ...[DISABLED]

:INFO SSH --> eNodeB2 ...[DISABLED]

Figure 8

ABot Test Bench Release - 8.35.add4d

Uplink Downlink Bandwidth

Packet Counts

131320 1311325 1311330 1311335 13:13:40

1371320 131325 131330 1311335 13:13:40 HSS1_downlink — MME1_downlink PCRF1_downlink
HSS1 — MME1 PCRF1 PGW1 SGW1 eNodeB1 PGW1_downlink SGW1_downlink eNodeB1_downlink

@initial-attach-test

2021-08-25 13:13:24,775:logger.py:130: INFO **kahkdaahhnk xab ok kAR I AAK KX AAAKHHHIEAKHEKE AN HK KRR K HAEAA AR EEEA I HE KRR KK KRR KRR R AR AR R R K R KRR K KA
2021-08-25 13:13:24,776:environment.py:27:INFO Test Started at :2021-08-25 13:13:24.775977

2021-08-25 13:13:24,949:environment. :INFO ABot bringing up TEST BED from ABotConfig.properties

2021-08-25 :25,@51:environment. :INFO ABot bringing up SSH Connections from ABotConfig.properties
2021-08-25 :25,054:ssh_service. :DEBUG SSH --> Node ABOT abot@192.168.48.21 (Keyfile=/home/abot/.ssh/id_rsa password=None)...[CONNECTING]
2021-08-25 :25,137:ssh_service. :INFO SSH --> Node ABOT abot@192.168.46.21 (Keyfile=/home/abot/.ssh/id_rsa password=None)...[CONNECTED]
2021-08-25 :25,137:ssh_service. :INFO SSH --> eNodeBl ...[DISABLED]
2021-08-25 :25,137:ssh_service. 5@:INFO SSH --> eNodeB2 ...[DISABLED]
2021-08-25 :25,137:ssh_service. ©:INFO SSH --> gNodeBl ...[DISABLED]
2021-08-25 :25,137:ssh_service. :INFO SSH --> gNodeB2 ...[DISABLED]
BBIBEA08 1/2bot/ 5051 a8 25 :25.137:ssh service.py:5@: INFO SSH --> MMEL ... [DISABLED] %
o R _ ~2
Figure 9
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4.3 Test Visualization and Results
While the execution is in process, the load visualization will show up in the execution tab as shown above in Figure 8

and 9.

Once execution is complete, go to the Artefacts tab to see the result of the last executed test case as shown below in
Figure 10. The Artefacts folder has sub folders classified according to the SUT or DUT. The top most artefact shows
the results of the last executed feature file.

afh ABot Test Bench Release - 7.0.0

%
7

Artifacts Featue

4, Rebaca

. 10Apr2020-14:04:18@initial-attach-test-ref
4 [ abot-ui-2f191 : e e

4 |m abot-emulated
o 10hpr2020-14:04 5@nitaatch-e3
B Fi #® 10Apr2020-13:53:36@initial-attach-tes 'I — ']
m 10Apr2020-13:42:55@initial-attach-tes
m 10Apr2020-13:42:26@23401-s1-setup:
after-attach
m 10Apr2020-13:40:46@initial-attach-tes
© Execution B® 10Apr2020-13:38:37@23401-s1-setup- FEATURE STATISTICS
failure-unkn-tac
m 10Apr2020-13:36:23@23401-s1-setup: # Features Steps Duration
sag Analy after-attach
#® 10Apr2020-13:32:50@23401-s1-setup-
after-attach 1 nitial_Attach.feature O 0O o 6s
m® 09Apr2020-
19:50:33@mme_iniated_dedicated_be
m® 08Apr2020-21:49:43@S1AP-GUTI-
Reallocation
mm 08Apr2020-21:33:23@initial-attach-tes
m® 08Apr2020-21:23:22@initial-attach-tes
m 08Apr2020-20:49:47@23401-s1-setup-
failure-unkn-tac
#® 08Apr2020-20:48:43@23401-s1-setup:
after-attach
B 08Apr2020-20:47:09@23401-s1-setup-
after-attach

@ Artifacts

. Passed . Failed0 ® Passed . Failed 0

Figure 10

4.4 Analytics Tab

The Analytics tab has four broad sections. These can be filtered by selecting a date range and time range as shown in
Figure 11. An overall view on the total number of feature files executed, procedures, scenarios, execution time and
failure statistics can be obtained. In the second section statistical view of the procedures executed, scenarios of the
feature files, the protocols on which the feature files were running, failure statistics, configuration of the system,
interfaces of the procedures involved, the probes/tools and execution time are shown.
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The third part consists of graphical view of the system KPIs such as CPU usage, Memory usage, Disk 10 and Network,
as shown in Figure 12.

The final part is the Story Board. It summarizes the data collected from all the execution statistics of the feature files
ran within the selected time range, as referred in Figure 12.
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4.5 Maturity Tab

The Maturity tab gives a scope of comparison either by build ID or by the development of the build between two
date ranges. It compares individual sections from various perspectives and lets the user drill down to the data of the
survey reports.
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3. Troubleshooting

5.1 License Expiry and Fix

On expiry of license, the user is requested to contact Rebaca Team to get a new license file along with the mac
address of the virtual machine or bare metal system that it's installed on. On receipt of the new license (abot.lic file),
the user is to follow the steps below:

Copy the abot.lic file to the home folder of the ABot installation via scp/rsync

$> sudo cp abot.lic /etc/rebaca-test-suite/bin/

S> sudo service abot-license restart

5.2 Analytics & Maturity Dashboard or GUI Not working .

Restart the API service

S> sudo service abot-ui restart

ENSURING QUALITY ON SCHEDULE

Rebaca © 2020 Copyright Rebaca Technologies Pvt. Ltd. All Rights Reserved




